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Browser Privacy Settings
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Internet browsers serve as gateways to accessing the Internet. However, they are
not just a pathway to the Internet — they also offer ways to both increase your
online privacy and control your personal information. All common browsers offer
in-browser privacy settings, and this document will cover specifics for the most
common desktop and mobile browsers. For information about tools beyond
browser privacy settings that you can use to increase safety and privacy while

online, see Safety Net’s Tools for Safer Browsing resource.

Before We Start: Prioritize Safety

Using these options may increase your privacy and safety. They can also help you
have more control over how your personal information is collected and stored
when you are online. However, it is important to acknowledge that for many
survivors, strengthening browser privacy settings isn’t enough, and can even be
dangerous. If an abusive person regularly monitors your devices and accounts,
they may know that settings have been changed. They may be able to change
settings themselves, or coerce or force you to weaken your privacy settings in
other ways. They might become more abusive. In some situations, making

changes could also erase evidence.

There isn’t one “right” way to increase your privacy and safety, only ways that do
or don’t fit your situation. What works for someone else may not work or be safe
for you. Always prioritize safety and trust your instincts. You may find these safety

steps useful:

e Use a safer device. If you think that someone is monitoring your phone,

computer, or accounts, use a different device (such as a library computer or a
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friend’s phone) and account that the person cannot access (and that they have

not had access to in the past).

e Get more information. Navigating violence, abuse, and stalking can be difficult

and dangerous. Advocates can help you figure out options and local resources

and help you create a plan for your safety. You can contact a national helpline

to be connected with local resources.

e Browser privacy options will not protect you from remote spying or monitoring

if an abusive person is using stalkerware. To learn more about stalkerware,

and to get other tips about tech safety as a survivor, see Safety Net’s Survivor

Resources Toolkit.

This handout discusses various options that can enhance a user’s privacy in the

browsers that together are used by the vast majority of US users. For desktop

devices, it covers:

Google Chrome (Windows; macQS)

Mozilla Firefox (Windows; macOS)

Microsoft Edge (Windows; macQOS)

Apple Safari (macQS)

For mobile devices such as phones or tablets, it covers:

Google Chrome (Android; iOS)
Mozilla Firefox (Android)
Samsung Internet (Android)
Apple Safari (i0OS)

WebView (Android).

If you are using a Mac, private browsing and accessing settings work slightly

differently than on a PC. The same is true for an iPhone vs an Android. The initial
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directions in this handout are intended for PC users. For Mac instructions, read

the “Accessing Privacy Settings and Private Browsing on a Mac” section.

Privacy While Changing Settings

If you’re worried that someone else is monitoring what you do on your device,
some browsers allow you to log in to an account that is connected to other
services by the same company. For instance, Chrome allows you to log into a
Google account, and Edge allows you to log into a Microsoft account. If you log
into your account on a safer device, such as a library or school computer, and
change your browser privacy settings there, they will be automatically changed in
that browser on every device where you are logged into that account on that
browser. This is one possible tactic for having more privacy while changing
browser settings. Trust your instincts about safety, and if you use this tactic,
remember to log out of your account on each browser once you finish changing

your privacy settings.

An Introduction to Browser Privacy Settings

Note: You should generally update to the latest version of whatever browsers you

are using. Browser updates often fix security flaws and add functionality.

Browsers offer many tools and options to increase privacy. These include:

e Controlling activity logs (history) — Your browser logs the webpages you
visit, which could be used by an abusive person to monitor your online
activity. You can erase part or all of the history for a particular browser. If
you erase all of your history, and this is not something you regularly do, an
abusive person may suspect that you are doing so to avoid monitoring.

e Deleting cookies — Cookies are bits of data that websites send to your
browser when you access that website, that help the website remember

your activity there. Sometimes they track your browsing activity across
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other websites. Deleting them means that the tracking cookies cannot track
you, and that an abusive person who looks at your cookies to monitor your
online activity will not see them. However, you will have to log into
websites again. If you suddenly have no cookies, an abusive person may
realize that you are deleting them.

e Private browsing — This option allows you to browse the Internet without
the browser saving history or cookies after it is closed. This is helpful if you
are concerned that someone may be monitoring your browsing history, or
if you are concerned about cookies leading to ads popping up later about
sensitive topics. Private browsing will not prevent someone from knowing
what you’re doing online if they are looking over your shoulder or are
monitoring your device in another way. It does not hide your IP address,
and does not hide your browsing activity from your Internet Service
Provider.

e Do Not Track — This is a setting that allows users to request to opt out of
being tracked across the Internet by the website that you’re visiting. Some
sites respect this request while others do not. So even if you have this
setting turned on, it is still useful to use a browser extension that blocks
trackers. This feature is only for third-party tracking, which often tracks
users for behavioral advertising purposes; it doesn’t prevent the website
that you’re visiting from collecting information about you.

e Options to save or not save usernames, passwords, and other personal
information — Modern browsers allow you to save usernames, passwords,
and sometimes other information like credit cards or addresses. If you are
concerned that someone can view and use your browser, or accounts that
you have used to create a browser profile (such as your Google account for
Chrome or your Microsoft account for Edge), you may not want to save this
kind of information in your browser, since then the other person could
access it. If you are not concerned about this, it may be a helpful way to

remember your passwords so that you can create strong unigue ones for
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every login (which you can also do with a third-party password manager).
You can read more about passwords and how to manage them, including
the risks and benefits of different types of password managers, in our

resource on increasing password safety.

e Other browser-specific settings that we’ll discuss later.

The rest of this document discusses options available in different browsers, and

how to access them.

Google Chrome

Deleting History and Cookies in Chrome
Return to the Privacy and Safety section of Chrome settings as described above.

Select “Clear browsing data.”

G Settings Search settings
2 Youand Google
- < Safety check
B  Autofil
. 9 Chrome can help keep you safe from data breaches, bad extensions, and more Check now
@  Privacy and security
@®  Appearance
Privacy and security
Q, Search engine
B Default browser — Clear browsing data N
Clear history, cookies, cache, and more
() Onstartup
Privacy Guide
»
Review key privacy and security controls
@ Languages

Once you select “Clear browsing data,” you will see a popup that lets you choose
what data you want to delete, and from what range of time. Make your

selections, then click “Clear data.”
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Clear browsing data

Basic Advanced

Timerange | Last hour

Browsing history
Clears history, including in the search box

Cookies and other site data
Signs you out of most sites.

Cached images and files
Frees up less than 226 MB. Some sites may load more slowly on your next
visit.

Cancel Clear data

Private Browsing: Incognito Mode

Search for the Chrome app and select “New Incognito window” as shown below
(or if you prefer, open Chrome and then choose “New Incognito window” from
the menu that comes up when you click the three vertical dots in the upper right-
hand corner). You will remain in incognito mode until you close this browser

window.
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All Apps Documents

Best match

g Google Chrome

App
Search the web
/O chro - See web results
£ chrome

£ chrome download

Do Not Track

Google Chrome
App

I oOpen
D New window

New Incognito window

Most visited

Recently closed

Click on the Menu icon in the top right corner and choose “Settings.”
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[} | % Incognito :

New Incognito tab
New window

New Incognito window  Ctr
Downloads

Bookmarks

foom

Print...

Cast...

Find...

Maore tools

Edit

Settings

Help

Eat

Click on “Privacy and Safety.” Toggle the switch labeled “Send a ‘Do Not Track’

request with your browsing traffic” so that the setting is on, as shown below.
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G Settings Search settings

2 Youand Google & Cookies and other site data @ Q Search

B  Autofill

@  Privacy and security

@  Appearance

Q,  Search engine

Default browser

= L] °

() Onstartup A

@ Languages
General settings

#  Downloads

. Q  Allow all cookies ~

T Accessibility

‘\ System @®  Block third-party cookies in Incognito ~

€0 Resetand clean up @ Sites can use cookies to improve your browsing experience, for example, to keep you signed in or

to remember items in your shopping cart
A

& Edensions (4 While in Incognito, sites can't use your cookies to see your browsing activity across different sites,

- for example, to personalize ads. Features on some sites may not work.

& About Chrome
(O  Block third-party cookies v
QO  Block all cookies (not recommended) ~
Clear cookies and site data when you close all windows
When on, you'll also be signed out of Chrome
Send a "Do Not Track” request with your browsing traffic 9

Additionally, Google uses “Protect My Choices,” which installs opt-out, site-
specific cookies on your computer. This requires installation of an extension
instead of just a change in settings. It also doesn’t stop websites from collecting
information about your activity; it just stops them from showing you targeted ads.
If you want to use Protect My Choices:

e Visit Chrome webstore and install Protect My Choices.

e You'll see a pop-up confirming that it has been added to Chrome.

Additional Privacy Options for Chrome

Click on the Menu icon in the top right corner and choose “Settings.” (You can
also navigate to the “Settings” section from the History page.) Then click on
“Show advanced settings” at the bottom of the page. Here you can determine
whether Chrome can (1) enable phishing and malware protection, (2) use a

prediction service to help complete searches and URLs typed, (3) offer to save
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your passwords (see “An Introduction to Browser Privacy Settings” earlier in this
document for more information on the risks and benefits of this), and (4) use
Autofill for webforms.

Privacy Checkup

Google offers a service called Privacy Checkup that allows you to review your
privacy settings of any Google products you use, such as YouTube. Visit the
Privacy Checkup website for more information.

Microsoft Edge

Deleting History and Cookies in Edge

Return to the Privacy, search, and services section of Edge settings as described
above. Select “Clear browsing data.” You will see a popup like the one below
asking you which data you want to clear and for what time period.
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Clear browsing data

Time range

All time

Browsing history

5 items. Includes autacompletions in the address bar,

Download history

4 items

Cookies and other site data

From 57 sites. Signs you out of most sites.

Cached images and files

Frees up less than 191 MB. Some sites may load more

This will clear your data across all your synced devices signed in to
I - < - oo oo fom this

device only, sign out first.

Clear now Cancel

Private Browsing: InPrivate Window
Search for the Edge app and select “New InPrivate window” as shown below. A
new window will open with an explanation of InPrivate Browsing. You will remain

in this mode until you close this browser window.
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All Apps Documents Web More ¥

Best match

") Microsoft Edge

Microsoft recommended browser

Settings

Microsoft Edge
@ Smooth edges of images and text Microsoft recommended browser

:= Recommended browser settings
Search the web i Open

L edge - See web results New window

New InPrivate window

Do Not Track

In a new window, open Settings and click on the “Privacy, search, and services”
menu at the left. Scroll down to “Privacy” and toggle the “Send ‘Do Not Track’
requests” switch to the “on” position. Edge will show you a popup explaining the
limitations of Do Not Track. Click the “Send Request” button.
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Do Not Track

Any effect of turning this on depends on whether a
website responds to the request, and how the request is
interpreted. For example, some sites might respond to
this request by showing you ads that aren't based on
other websites you've visited. Many sites will still collect
and use your browsing data - for example to improve
security, to provide content, services, ads and
recommendations on their websites, and to generate
reporting statistics.

Send request Cancel

Additional Privacy Options for Edge

Go to the “Privacy, search, and services” setting in the same way that you did to
access other privacy options. Scroll down to “Personalization & advertising” and
“Security.” Turn off “Personalization & advertising” so that Edge is not showing
you content based on your browsing activity (which could alert an abusive person
that you were visiting particular types of sites). Make sure that security settings
are set in the way that you want them.
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Settings

a

Personalization & advertising @

Search settings
Allow Microsoft to use your browsing activity including history, favorites, usage and other browsing data to
Profiles personalize Microsoft Edge and Microsoft services like ads, search, shopping and news
f y dashb:

Manage this data and additional advertising settings on the Mic

Privacy, search, and services

Appearance

Start, home, and new tabs .
Security

Share, copy and paste

Manage security settings for Microsoft Edge
Cookies and site permissions

Default browser
Downloads

Family

Edge bar

Languages

Printers

System and performance
Reset settings

Phone and other devices

Accessibility

o000 PrE EEN AR HDDE

About Microsoft Edge

Manage certificates

Manage HTTPS/SSL certificates and settings

Microsoft Defender SmartScreen

Help protect me from malicious sites and downloads with Microseft Defender SmartScreen

Block potentially unwanted apps

Elocl

nloads of low-reputation apps that might cause unexpected behaviors

Website typo protection @ Are you satisfied with website typo protection? &) <9

Warn me if | have mistyped a site address and may be directed to a potentially malicious site.

Turn on site safety services to get more info about the sites you visit

Get more site info when you select the lock icon in the address bar by allowing Microsoft Edge to query Microsoft Bing

Use secure DNS to specify how to lookup the network address for websites

By default, Microsoft Edge uses your current sen ovider. Alternate DNS p use some sites to not be reachable.

siders ma

O Use current service provider

&

Scroll down to “Services” and turn options on or off according to your

preferences.
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Services

Microsoft Edge may use web services to impraove your browsing experience. You can always choose to turn these off,

Use a web service to help resolve navigation errors

f a website can't be found, the web address will be sent to Microsoft to try to find the correct site

Suggest similar sites when a website can't be found Q

Save time and money with Shopping in Microsoft Edge @

We'll automatically find you the best prices across the web and help you check out faster

Show suggestions to follow creators in Microsoft Edge L J

We'll suggest content creators you can follow in Microsoft Edge based on creator's profile

Get notifications of related things you can explore with Discover L]

We'll show you recommendations about things you can explore like travel destinations, weather, recipe, travel cards and more

Enhance images in Microsoft Edge .:::. Are you satisfied with image enhancemeant? & < 0

harpen images and improve color, lighting, and contrast using Super resolution for images

Address bar and search >

"-"EI'IEEli Searchn sug -55'_'-j3|15 and search EITEIiI'IE uzed in the address bar

If you click on “Address bar and search” under “Services,” you will see another
menu. Turn off both options, as seen in the image below, for the maximum level
of privacy in your searching. You can also choose a search engine other than Bing
as your default search engine, if you would prefer a different one. While there are

many ways to increase browsing privacy regardless of what search engine you use

and many reasons to use any given search engine, DuckDuckGo is designed as a

privacy-centric search engine, which may make it appealing for some survivors.
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< Privacy, search, and services / Address bar and search

Show me search and site suggestions using my typed characters L]

fyou turn this off, you'll only see suggestions from your favorites and history, Typed characters won't be sent to the search engine used in the

Show me suggestions from history, favorites and other data on this device using my typed characters @ L)

Benefits, available only with Bing Search from Microsoft. Learn more

):ﬂ InPrivate search * ‘; Microsoft Rewards b Enterprise search
Yoy : - .
Gain privacy without compromising I Earn Microsoft Rewards points Find sites and people quickly, even
on search results or relevancy with towards gift cards or nonprofit within your organization, with
Bing InPrivate Search donations by searching with Bing Microsoft's Bing search
Search engine used in the address bar Bing (Recommended, default)

Bing (Recommended, default)
Manage search engines

Yahoo!

Google

DuckDuckGo

Mozilla Firefox

Deleting History and Cookies in Firefox

Under the same Privacy & Security section of Settings, you can choose to have
Firefox to clear all cookies and site data, clear some of them (you can choose from
which sites), or to delete cookies and site data any time you close Firefox (with

the option for exceptions set by you).

| 1 Settings
UIII}I’ WVIISHL T INTSIUA 13 3TL LD DIUCR BIUYWIEH LU T D
E§3 General
@ Home . .
Cookies and Site Data
Q Search Your stored cookies, site data, and cache are currently using 1.1 GB of Clear Data...
disk space. Learn more
e] Privacy & Security Manage Data...
Delete cookies and site data when Firefox is closed i
C) Sync Manage Exceptions...
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Private Browsing
Search for the Firefox app and select “Firefox Private Browsing” or “Firefox” and

then “New private window” as shown below.

All Apps Documents

Best match

q.s Firefox
App

4 Firefox

% Firefox Private Browsing App

' search the web

L firef - See web results " Open

L firefox Open new tab

L firefox download Open new window

New private window

A new window will appear, displaying the Firefox Private browsing icon instead of
the regular Firefox icon, explaining Firefox’s Private Browsing option. You will

remain in this mode until you close this browser window.
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Do Not Track

In a new window, click the icon with three horizontal lines in the upper right
corner, and select “Settings” from the menu that pops up. Under “Privacy &
Security,” select the “Always” option for “Send websites a Do Not Track signal
that you don’t want to be tracked.”

[}

E§3 General

@ Home Send websites a "Do Not Track” signal that you don't want to be tracked Learn more
O Always

Q Search

Only when Firefox is set to block known trackers

‘2] Privacy & Security

Additional Privacy Options

Firefox has numerous other privacy options within Settings. Most significantly,
you can see which websites have permissions to interact with your computer in
certain ways (such as use of your camera or microphone), and add or remove
websites from those permissions lists. You can also ask Firefox to block pop-up

windows and/or warn you if websites try to install add-ons to your browser.
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£33 General Permissions

@ Home @ Location
C

Q Search ) Camera

. . & Microphone
& Privacy & Security

@ MNotifications Learn maore

Q Sync
[ ] Pause notifications until Firefox restarts

m More from Mozilla
1» Autoplay

=) Virtual Reality

Block pop-up windows

Warn you when websites try to install add-ons

2 Find in Settings

Settings...

Settings...

Settings...

Settings...

Settings...

Settings...

Exceptions...

Exceptions...

Accessing Privacy Settings and Private Browsing on a Mac

Google Chrome

You can find the app’s menu is in the upper-left-hand corner, where the Chrome

settings will be listed as “Preferences.”

.' Chrome File Edit View History Bookmarks Profiles Tab

About Google Ch
a3 out Google Chrome i
Preferences... 8,

Clear Browsing Data...
Import Bookmarks and Settings...

Services >

Hide Google Chrome
Hide Others

v Warn Before Quitting (3€Q)

Quit Google Chrome

Window Help
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You can erase your browsing history directly from the Chrome menu as well.

Q' Chrome File Edit View History Bookmarks Profiles Tab Window Help

@ About Google Chrome
Preferences...

Clear Browsing Data... s
Import Bookmarks and Settings...

Services >

Hide Google Chrome
Hide Others

v Warn Before Quitting (3€Q)

Quit Google Chrome

To open a private browsing window in Chrome on a Mac, open the File menu at

the top of the screen and select “New Incognito Window.”

@ Chrome File Edit View History Bookmarks Profiles Tab Window Help

® 2O @ New Tab BT b
New Window ‘
e
Reopen Closed Tab ‘
Open File...
Open Location...

Close Window
Close Tab
Save Page As...

Share >

Print...
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Safari

Safari, a browser made by Apple, comes on Macs and is a popular choice for Mac

users. To access settings in Safari, open Safari, click on the app name in the upper

left-hand corner of your screen, and click “Preferences” in the drop-down menu.

You can also clear your browsing history in Safari directly from the drop-down

menu by clicking “Clear History,” which is circled in brown in the below image.

~ safari  File Edit View History Bookmarks Develop

Window Help

About Safari
q 0

Safari Extensions...

Privacy Report...
Settings for browserstack.com...

Clear History...

Services >

Hide Safari
Hide Others

Quit Safari

Within Preferences, select the “Privacy” tab to view and adjust basic privacy

settings. Safari has strong privacy options, including the ability to hide your IP

address from trackers that track your online activity across websites.
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® Privacy

& D g § Q 6 M & 5 @

General Tabs AutoFill Passwords Search Security Privacy Websites Extensions Advanced

Website tracking: Prevent cross-site tracking

Hide IP address: Hide IP address from trackers

Your IP address can be used to determine personal information, like
your location. To protect this information, Safari can hide your IP
address from known trackers. Learn more...

Cookies and website data: Block all cookies

Manage Website Data...

Web advertising: Allow privacy-preserving measurement of ad effectiveness

Like other browsers, Safari has a private browsing option, which you can activate
by selecting “New Private Window” from the “File” drop-down menu in the

upper-left corner of your screen once you have started Safari.

.‘ Safari File Edit View History Bookmarks Develop Window Help

. New Window
@00 ; ) @
New Private Window 03N
New Tab
Open File...

Open Location...
Close Window
Close All Windows
Save As...

Share >
Export as PDF...

Import Bookmarks...

Export Bookmarks...
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As with other browsers, if you are concerned about someone being able to access
your device or browser either physically or remotely, you may not want Safari to

be able to autofill webform:s.

D AutoFill
& D eEx § Q 68 O & 5 0 @
General Tabs AutoFill Passwords Search Security Privacy Websites Extensions Advanced
AutoFill web forms: Using information from my contacts Edit...
User names and passwords Edit...
Credit cards Edit...
Other forms Edit...

If you would like to see information on how websites track your browsing activity,

and how much of it Safari has blocked, the drop-down app menu for Safari also

has an option called “Privacy Report,” which will provide you with a report as

shown below.

@ safari  File Edit View

History Bookmarks Develop

Window Help

Privacy Report

Safari prevents trackers from following you
across websites.

Show More

You have not browsed enough in Safari in the last 30 days to generate cross-site
tracking statistics. Safari constantly protects your activity on the web from being
tracked. Visit this report later to see just how much Safari is doing.
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Mozilla Firefox
In Firefox, you can clear your recent browsing history through the “History” drop-
down menu, which also has an option to see (and clear) all of your browsing

history.

@ Firefox File Edit View History Bookmarks Tools Window Help

XN "y . Show All History :
i Clear Recent History... TRED
C O B h

As with Chrome and Safari, the settings panel on Firefox for Mac is called

“Preferences” and is in the drop-down app menu.

" Firefox File Edit View History Bookmarks Tools Window Help

® a About Firefox % +

8 https:/,
Services >
Hide Firefox
Hide Others
Show All

Quit Firefox

And just as with Chrome and Safari, private browsing can be started from the

“File” drop-down menu.
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@ Firefox File Edit View History Bookmarks Tools Window Help

@2 e New Tab +
New Window '
C New Private Window 08P
Open File...
Close Tab
Close Window

Save Page As... 36 S
Share >

Print... |
Import From Another Browser...

Work Offline

Microsoft Edge

If you are using Microsoft Edge on a Mac, adjusting settings works similarly to
other browsers on a Mac, in that you can access settings (“Preferences”) from the
app drop-down menu, and private browsing (“New InPrivate Window”) from the
“File” drop-down menu.

% Microsoft Edge File Edit View History Favorites Tools Profiles Tab Window Help

ﬂ; About Microsoft Edge | x o
Microsoft Edge Extensions

[Coeerences.. %, |

Clear Browsing Data...
Import Browser Data...

Services >

Hide Microsoft Edge
Hide Others

v Warn Before Quitting (36Q)

Quit Microsoft Edge
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@ Microsoft Edge | File Edit View History Favorites Tools Profiles Tab Window Help

® ® ) G' New Window L}_

New InPrivate Window !
C (3 ht New Tab

Reopen Closed Tab

Open File...

Open Location...

Close Window
Close Tab

Save Page As...
Share >

Print...

There is no instant shortcut to delete browsing history in Edge, but you can delete
or otherwise manage it by selecting “Manage History” from the “History” drop-
down menu.

@ Microsoft Edge File Edit View History Favorites Tools Profiles Tab Window Help

[ Yo ) m ' Home
C @ ntpsyf
L) History
€§3 Settings \

[ Best place for Cross-Browser Testing

@ Manage History R®Y |

Mobile Versions of Browsers

Google Chrome for Android
The version of Chrome for mobile devices has similar privacy settings to the
desktop version (and you can access them similarly). However, there are a few

extra considerations in the mobile version.
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The mobile version makes it easy to synchronize data across all devices (mobile or
desktop) on which you use Chrome. This can be a useful feature if you want to
update something in your Chrome account from a safer device and have the
changes apply to other devices. However, it can also be a privacy risk if an abusive
person has your Google account password, because they will be able to access
your Chrome account data and settings from all the synchronized devices. As
always, trust your instincts and do what makes sense for your situation.

& Settings ©]

Use Chrome your way

Sync to get your passwords, bookmarks and more on your other devices

Turn on sync

You and Google

Sync
@ Off

G Google services

Similarly, Google makes it easy to use a phone that is linked to your Google
account as a security key to make it simpler to log in. If you are concerned that
there are devices linked to your account that shouldn’t be, and you feel that it’s
safe to do so, you can instantly unlink all other devices from your Google account

with a single button click, as shown below.

Browser Privacy Settings Page 27 of 38



¢«  Phone as a security key

Your devices

When you're signed into the same Google Account, other devices can use this phone as a
security key.

Linked devices
When you link another device with a QR code, it can use this phone as a security key. If you

remove it, you'll have to scan a QR code to link it again.
Remove all linked devices

Chrome on mobile now has a Safety Check feature that allows you to easily keep
it updated and protect your device from malicious websites as you browse.
Keeping apps updated is good cybersecurity practice. Safety Check also allows you
to store passwords. See “An Introduction to Browser Privacy Settings” earlier in
this document for more information on the risks and benefits of this —you may
prefer to use a third-party password manager, rather than Chrome’s built-in one,
to store passwords. For more information about passwords and password

managers, see our resource on password security.

<  Safety check

Chrome can help keep you safe from data breaches, unsafe websites, and
more

© Updates
(O] Passwords

e Safe Browsing
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Google Chrome for iOS
If you are using Chrome on iOS, you can find both private browsing and the
Settings display in the menu that appears when you press the three horizontal

dots in the corner of your browser window.

Trending searches

hbo

fort bragg speciz

willow second s¢

covid 19 vaccine

in n out burger n

bridal veil falls ut

biden student lo:

Within “Settings,” there is a “Privacy” tab which allows you to clear browsing data
easily. There is also a link labeled “Sync and Google Services,” which will take you
to another tab. Syncing your activity works the same on iOS devices as it does on

Android devices.
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Google Services

Sign in to Chrome

Sync and personalize across devices

Autocomplete Searches and URLs

< Settings Privacy

Clear Browsing Data :
9 Safe Browsing (protects you and your

device from dangerous sites) O

Handoff

Chrome for iOS has a “Safety Check” feature just like Chrome for Android. This

feature is in “Settings,” just above “Privacy.”

Settings

Sync and Google Services

Default Browser
Search Engine

Safety Check
Passwords

Payment Methods

Addresses and More Updates

Voice Search Passwords

Safety Check

Safe Browsing

Privacy

Article Suggestions
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Mozilla Firefox for Android

In the mobile version of Firefox, you can modify privacy settings so that all links
you click will open in private browsing tabs, and Firefox will not save the
information that you visited those pages. You can access privacy settings in the
mobile version of Firefox by pressing the three vertical dots in the upper right
corner of the screen and selecting “Settings.” From there, press “Private
browsing” and toggle “Open links in a private tab” to the “on” position.

< Private browsing
Add private browsing shortcut
Open links in a private tab .

Allow screenshots in private browsing
If allowed, private tabs will also be visible when multiple apps are open

If you want to launch a private browsing tab yourself, you can do so by pressing
the number in the upper right-hand corner of the app, pressing the mask icon,

and then pressing the “+ Private” button, as shown below.

Your private tabs will be shown here.

+ PRIVATE
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If you are concerned about someone having access to your device, you may not
want Firefox to store or autofill your usernames and passwords for your accounts,
since then the person with access to your device could access your accounts. You
can disable them by pressing “Logins and passwords” in Settings, turning off
Autofill, and pressing “Save logins and passwords” to choose “Never save.”

< Logins and passwords

Save logins and passwords
Never save

Autofill in Firefox
Fill and save usernames and passwords in websites while using Firefox.

Sync logins across devices
Saved logins

(] Exceptions

Similarly, if you are concerned about someone having access, either remotely or
physically, to your device, you may not want Firefox to autofill your address or
credit card information. You can turn these features off by pressing “Autofill” to

display the Autofill menu, and then toggling them to the off position.

& Autofill
Addresses

Save and autofill addresses
Include information like numbers, email and shipping addresses

aF Add address

Credit cards

Save and autofill cards
Data is encrypted

Sync cards across devices

+ Add credit card
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Finally, to avoid (even if you are not using private browsing) targeted ads that
may provide clues regarding your browsing history, and companies having and
possibly selling information regarding your online activity, you can press
“Enhanced Tracking Protection” and select the “Strict” setting.

< Enhanced Tracking Protection

Q Enhanced Tracking Protection .
O standard (default) 0)
Balanced for privacy and performance. Pages load normally.
@ Strict @
Blocks more trackers so pages load faster, but some on-page functionality may break.
O Custom @

Choose which trackers and scripts to block.

Samsung Internet (Android)

Samsung Internet is a browser that is pre-installed on phones manufactured by
Samsung. Accessing its settings, which include its privacy dashboard, an option to
manage and clear personal browsing history, and permissions, requires pressing a

button at the bottom of the screen and then pressing the “Settings” icon.
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< Internet settings

High contrast mode

Browsing privacy dashboard

Personal browsing data

Privacy Notice

Permissions

Discontinue use of Samsung Internet

“Personal browsing data” allows you to clear your history, and to choose whether
you want Samsung Internet to be able to autofill forms and store usernames and
passwords. If you are concerned about someone having access to your device,
you may want to turn these features off. “Secret mode” is Samsung Internet’s
version of private browsing, which can be password-protected. “Secret mode

settings” allows you to set a password for secret mode.

< Secret mode settings

< Personal browsing data
Set a password to keep Secret mode
private. To use biometrics, you need to set a

Delete browsing data cassword fret

Autofill forms

About Secret mode

Use password
Usernames and passwords

Secret mode settings
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Secret mode itself can be turned on from the new-tab launcher at the bottom of
the screen.

Turn on
Secret mode

[} @)

New tab

Safari (iOS)

On iOS mobile devices, you can access Safari’s menu by pressing the puzzle piece
icon circled in red in the image below, which gives you options including a privacy
report (similar to that of the desktop version of Safari for Macs) and a panel

through which you can adjust settings for specific websites.
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Show Top Address Bar

Manage Extensions

Privacy Report 0

Website Settings ®

Request Desktop Website &d r@

Hide Toolbar 5

Website settings allow you to set whether a given website has permission to use
your phone’s camera or microphone or access its location (below left image).
Pressing the book emoji at the bottom of the screen allows you to view and clear
your history, by pressing the clock icon and then “clear” at the bottom right-hand

corner (below right image).
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History

oo

Google

Google

®

Settings for google.com Done

Request Desktop Website

Use Reader Automatically

Camera
Microphone

Location

WebView (Android)

WebView is a feature for Android that allows applications (such as Instagram or
Gmail) to open links without leaving the app. This means that your data is not
being shared between that app and a “regular” browser. It does not have the
features of most browsers, but it is fast and can be used as a standalone browser.

It is the default browser that comes with many Android tablet devices.

As WebView is primarily intended as a feature for other apps to use, it does not
have a settings menu. If you are using it as a standalone browser, pressing the
button with three vertical dots in its top right-hand corner, as shown in the below

screenshot from a tablet device, gives you the option to destroy this particular
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WebView and create a new WebView, which will also erase any data that

WebView had stored while you were browsing.

WebView Browser Tester 74.0.3729.186

Dl b
Destroy and create new WebView
Clear cache
Enable tracing |:|
Print
Animation test

About WebView

©2024 National Network to End Domestic Violence, Safety Net Project.
Supported by US DOJ-OVW Grant #15JOVW-23-GK-05144-MUMU. Opinions,
findings, and conclusions or recommendations expressed are the authors and do

not necessarily represent the views of the U.S. Department of Justice.

We update our materials frequently. Please visit TechSafety.org for the latest

version of this and other materials.

Browser Privacy Settings Page 38 of 38


http://www.techsafety.org/

